Blancco Management Console / Blancco CloudAzure AD
SAML

10 Oct 2022 Management Console 5.2.0

Blancco Management Console / Blancco CloudAzure ADSAML

SAML: Security Assertion Markup LanguagelDSAMLXML
SAML SSO: SAMLIDSAMLSAML SSO
ID—1ID
—ID
BMC SAML: Blancco Cloud/Blancco Management ConsoleAzure AD SAML
® Blancco Cloud:
© Blancco Cloud: SAMLIDAzure AD
© XMLID

© Blancco.com

® Blancco Management Console:
© JKSIDSSOIDJKS XMLIDSigned authentication request

Blancco Cloud/Blancco Management ConsoleSSOXML
SSOXML - Microsoft Azure
Microsoft Azure

® Azure Active Directory Cloud Blancco

® Cloud Blancco SAML

¢ Cloud Blancco SAML XML

® Blancco CloudURLBIancco Management ConsoleSAMLBIlancco Management ConsoleURL
O Entity ID: https://cloud.blancco.com/saml/SSO
© Reply URL: https://cloud.blancco.com/saml/SSO
© SignOn URL: https://cloud.blancco.com/saml/SSO

Basic SAML Configuration

B save | &' Gotfeedback?

@ Wwant to eave this preview of the SAML Configuration experience? Click here to leave the preview. —>

cation to Azure Active Directory: This value must be unique across all applications in

tion token. This is also referred to as the ‘Assertion

Index Default

httesi/cloud.blancco com/sam /S50 A

Add reply URL

Sign on URL (Optional)

Sign on URL is u would like to perform service provider-

. This value is the sign-in page URL for

f you want to perforr

https://cloud.blanceo.com/sai <]

¢ : Blancco Cloud
® signed authentication requestBlancco CloudBlancco Cloudsigned authentication request
® XMLBIancco Cloud (https://cloud.blancco.com)XML


http://Blancco.com
https://cloud.blancco.com/saml/SSO
https://cloud.blancco.com/saml/SSO
https://cloud.blancco.com/saml/SSO
https://cloud.blancco.com

® Blancco Cloud/Blancco Management Console
® SAML

o xml
[0

SAMLEREFDRER, X

FAT ST AT« TONAIAIT—4

TyIO—-RIBTAT T« T« TO)\AFIAIT—57%&IR:

BE... | J7MILDEIRESNTLER A,

S

IENNODERL

FFAISNIZEX—IL RAA >

HIBR e Fr >l

* SAML

Oo4 >

Blancco Management Console

Blancco Management ConsoleSigned Authentication request

® Blancco Management ConsoleSAML SSOSigned Authentication request
Signed Authentication requestJKSBlancco Management Console

JKS:

1. JKSJAVA HOME/bin

a. keytool -genkeypair -alias my-service-provider -keypass password -keyalg RSA -keysize 2048 -keystore my-sso-keystore.jks
2. SAML SSOJKSSSOSSOXML

a. keytool -import -trustcacerts -alias sso -file ./sso.crt -keystore ./my-sso-keystore.jks
3. JKSBlancco Management Console
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